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A sign-in system can be protected against enumeration
attacks while providing an improved sign-in experience for
legitimate users by disclosing whether or not an account
exists. An account within a specified domain can be iden-
tified by an account identifier such as a username. Before a
threshold throttling value is reached, account existence/non-
existence information can be provided in response to an
access request. In response to reaching or exceeding a
specified threshold throttling value, account existence/non-
existence information can cease to be provided. Entering a
valid account identifier/authenticating credential credentials
pair provides access to the computer system regardless of
whether or not the threshold was reached or exceeded or not
reached.
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PROTECTING AGAINST MALICIOUS
DISCOVERY OF ACCOUNT EXISTENCE

BACKGROUND

The importance of cyber security continues to increase as
the use of computers continues to grow. Cyber security
encompasses all aspects of protection of computer systems
including theft of and damage to resources such as hardware,
software, data and so on. Computer systems, and especially
computer systems that provide services over public net-
works, can be the target of various attacks in which attempts
to obtain unauthorized access to resources are made.

One type of attack is an enumeration attack. An enumera-
tion attack is an attack in which an attacker makes a series
of guesses and observes the system’s response to determine
if a guess was correct. The targeted computer system may
inadvertently or deliberately provide information to illegiti-
mate and legitimate actors about resources. For example,
when erroneous credentials such as account identifier cre-
dentials and/or authenticating credentials are submitted, the
targeted computer system may return a message that states
that the credentials provided are invalid, thereby letting an
attacker know that, for example, either a username or
password is incorrect. Some known systems will identify
what portion of the credentials are incorrect. For example, a
system may provide an error message that states that a
provided username is present on the system, thereby letting
the attacker know that the username portion of the creden-
tials is valid. The information obtained by the attacker can
be used in other attacks that attempt to get enough infor-
mation so that the attacker can acquire illegitimate access to
the system.

SUMMARY

An improved sign-in experience can be provided by
disclosing the existence or non-existence of a username
and/or authenticating credential such as password in a
particular domain while protecting against illegitimate dis-
covery of account existence. An account can be identified by
an account identifier such as a username. Before a threshold
throttling value is reached, account existence/non-existence
information can be provided in response to an access
request. In response to reaching or exceeding the specified
threshold throttling value, account existence/non-existence
information can cease to be provided. Entering a valid
credentials pair (e.g., valid username and valid password
pair) can provide access to an application utilizing the
sign-in service regardless of whether or not the threshold
throttling value was reached, exceeded or not reached.

One or more of: the frequency (quantity or volume over
a particular specified time period) of access requests for a
particular username, the quantity of requests for a particular
username per session, the frequency of valid requests for a
particular username, frequency of invalid requests for a
particular username, the quantity of valid requests for a
particular username, the quantity of invalid requests for a
particular username per session, the frequency of requests to
access a domain associated with a username, the volume of
requests to access a domain associated with a username per
session, the frequency of valid requests to access a domain
associated with a username, the volume of valid requests to
access a domain associated with a username per session, the
frequency of invalid requests to access a domain associated
with a username, the volume of invalid requests to access a
domain associated with a username per session, the fre-
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2

quency of requests from a particular IP address or range of
IP addresses to a particular username, the quantity of
requests from a particular IP address or range of IP addresses
to a particular username per session, the frequency of valid
requests from a particular IP address or range of IP addresses
to access a particular username, the volume of valid requests
from a particular IP address or range of IP addresses to
access a particular username per session, the frequency of
invalid requests from a particular IP address or range of IP
addresses to access a particular username, the volume of
invalid requests to access a particular username per session,
the frequency of requests from a particular IP address or
range of IP addresses to a particular domain associated with
a username, the quantity of requests from a particular IP
address or range of IP addresses to a particular domain
associated with a username, the frequency and/or quantity
pre session of access requests from the IP address(es) to the
domain that succeed (the user is able to sign in) and the
frequency and/or quantity per session of access requests
from the IP address(es) to the domain that fail (the user is
unable to sign in) can be monitored and saved.

A current risk value can be determined dynamically by
updating and using any combination of the saved informa-
tion. When the determined risk value reaches or exceeds the
threshold throttling value, account existence/non-existence
information can cease to be provided in response to any
access request.

This Summary is provided to introduce a selection of
concepts in a simplified form that are further described
below in the Detailed Description. This Summary is not
intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used to limit
the scope of the claimed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS

In the drawings:

FIG. 1a is a block diagram representing an example of a
sign-in user interface 120 displaying an ambiguous message;

FIG. 15 is a block diagram representing an example of a
password input interface 124 displaying an ambiguous mes-
sage;

FIG. 1c¢ is a block diagram representing an example of a
username input interface 128 in accordance with aspects of
the subject matter disclosed herein;

FIG. 1d is a block diagram representing an example of a
password input interface 132 in accordance with aspects of
the subject matter disclosed herein;

FIG. 1e is a block diagram representing an example of a
password input interface 136 in accordance with aspects of
the subject matter disclosed herein;

FIG. 1f'is a block diagram representing an example of a
user input interface 140 in accordance with aspects of the
subject matter disclosed herein;

FIG. 1g is a block diagram representing an example of a
sign-in user interface 144 in accordance with aspects of the
subject matter disclosed herein;

FIG. 14 is a block diagram 100 representing an example
of a system for protecting against illegitimate discovery of
account existence while providing an enhanced user expe-
rience in accordance with aspects of the subject matter
described herein;

FIG. 2 illustrates an example of a method 200 for pro-
tecting against illegitimate discovery of account existence
while providing an enhanced user experience in accordance
with aspects of the subject matter described herein; and
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FIG. 3 is a block diagram of an example of a computing
environment in accordance with aspects of the subject
matter described herein.

DETAILED DESCRIPTION

Overview

A computer system that provides services, especially a
system connected to a public network, can be the subject of
attack by those who are interested in gaining unauthorized
access to resources of the computer system. For example,
one common resource that is commonly a subject of an
enumeration attack is account identification information
(e.g., username). Finding a valid username is typically the
first step in finding a valid username and password pair that
enables an unauthorized individual to obtain illegitimate
access to resources of a computer system. While a particular
user can be the subject of an attack, the individual user is
typically less enticing to an attacker than is an enterprise. A
complete list of employee usernames of a big enterprise is a
highly prized commodity among attackers.

Avalid credentials pair (e.g., a valid identifying credential
such as username and the associated valid authenticating
credential such as a password) is needed for authentication.
The existence of a user account allows a user to authenticate
to a computer system. Authentication is not the same as
authorization. Authorization is also needed to access
resources provided by or connected to the computer system.
To receive authorization to log into or sign in to an account,
a user typically identifies himself as an account holder by
entering a valid account identifier credential. The user
authenticates himself or herself with some type of authen-
tication credential. Authentication credentials include but
are not limited to: passwords, one-time use passwords,
certificates, biometrics such as but not limited to fingerprint
and iris scanners, voice and facial recognition, Trusted
Platform Modules (TPM), USB security tokens, embedded
Secure Elements (eSE), smart cards, near field communica-
tion (NFC) and so on. Authentication over a network may
employ public-key/private-key cryptography. A “password”
as used herein can be any form of authentication credential
used to prove the identity of the user to gain access to a
resource. For example, a password can be a word, multiple
words, a combination or string of characters, an access code,
an image, biometric data or any type of information that in
theory is kept secret from those not allowed access.

The account identifier (identifying credential) can be a
username. A user identifier can be in User Principal Name
(UPN) format such as UserName@OrganizationName.com.
The portion before the “@” is the portion of the username
(UserName) which identifies the account holder. The Orga-
nizationName.com portion identifies the domain in which
the account exists. A domain name represents an Internet
Protocol (IP) resource, such as a personal computer, a server
computer hosting a web site, the web site itself or any other
service accessed via the Internet. In general, if the username
and password are a valid credentials pair, access to the
computer system is provided. If the username and password
are not a valid credentials pair (e.g., are an invalid pair),
access is denied.

Traditionally, the two basic approaches to disclosing
information about usernames are to never disclose account
existence or to always disclose account existence. Disclos-
ing the existence or non-existence of an account makes it
easier for an attacker to assemble a list of valid usernames
of an enterprise. Always disclosing account existence cre-
ates vulnerabilities to attack that many organizations are not
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4

willing to accept. Never disclosing account existence can be
difficult to implement effectively. For example, even if the
same response is returned to the requester when a username
is unknown and when password is unknown, typically an
attacker can infer that the account exists by comparing the
response time from the system. (It takes longer to check for
both known username and known credential than it does to
check only for known username. Therefore, if the response
is returned comparatively quickly, it can be inferred that the
username rather than the password is invalid.)

One way to avoid disclosing the existence of an account
is to provide an ambiguous error message. An ambiguous
error message fails to identify what portion of the username/
password pair is invalid. FIG. 1aq illustrates an example of a
sign in user interface 120 that displays the ambiguous error
message “UNRECOGNIZED USERNAME OR PASS-
WORD” 122f. A user can be prompted for account identifier
(e.g., username) 122a¢ and can enter a username (e.g.,
someuser@somedomain.com 1224) at 122a. The user can
be prompted for password at 122¢ even if the username is
invalid. The user can enter a typically hidden password
represented by asterisks 1224. SIGN IN 122¢ can be
selected. If either the username or password are not known,
an ambiguous error message such as “UNRECOGNIZED
USERNAME OR PASSWORD” 122 can be displayed.

The error message is ambiguous because the error could
be in the individual portion of the username (in the
“someuser” part of the username), in the domain part of the
username (in the “somedomain.com” part of the username).
The error could be in the password part of the username/
password pair. The error could be encountered because the
directory in which the username is located at an organization
is not synchronized or is not fully synchronized with the
directory for the organization located at the sign-in service.

Some sign-in systems separate username and password
input into separate interfaces or pages. FIG. 15 illustrates an
example of a user interface that can be provided to a user
who has entered an incorrect username,
invalidusername@somedomain.com 126a on a previous
username input interface (not shown). In response to input
of an invalid username, an interface such as PASSWORD
INPUT INTERFACE 124 in which an ambiguous error
message such as “Your account or password is incorrect. If
you do not remember your password, reset it now.” 1265 can
be shown. If the user figures out that he has entered an
invalid username and wants to correct it, the user is required
to use a back function such as Back 126d to edit the
username.

While an ambiguous message helps to protect the system
from attack, the user can find it frustrating. A user typically
finds it very helpful to know when a typographical error has
been made in the username rather than in the password or if
the user’s account has not been synchronized to the sign-in
system. If the error is made in the username and a valid
password is entered, the user typically thinks that the error
was made in the password because the username is often
simpler and is entered more often and because the password
is typically hidden. Hence, the user would find it very
helpful to know at least when the username entered is invalid
and when the password entered is invalid. However, the
username could be invalid because the user is a legitimate
user who made a typographical error or the username could
be invalid because the user is an attacker who is trying to get
valid usernames in a given domain by an enumeration
attack. It is desirable to help the legitimate user without
helping the attacker.
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In accordance with aspects of the subject matter disclosed
herein, an intermediate approach is taken that provides both
an improved user experience to users who have a high
probability of being legitimate users and provides protection
against enumeration attacks. A threshold throttling value can
be specified. The threshold throttling value can be tailored to
a particular user or type of user. For example, the threshold
throttling value can be larger for an enterprise that has many
employees or consumer users and smaller for an enterprise
that has fewer employees or consumer users. The threshold
throttling value can be larger for larger enterprises (however
“large” is measured) and smaller for smaller enterprises. The
threshold throttling value can be smaller for enterprises that
hold highly sensitive information and larger for enterprises
that hold less sensitive information, and so on. The threshold
throttling value can be tailored to a particular domain or to
characteristics of different types of domains and/or to the
sensitivity of the information the domain holds. The throt-
tling threshold value can be dynamically changed according
to the time of the day, the amount of traffic on the site, etc.
The threshold throttling value can be modified dynamically
(as the sign-in service operates) using machine learning
techniques.

In accordance with aspects of the subject matter disclosed
herein, each time an account access request is received, a
risk value can be dynamically determined from a combina-
tion of factors including one or more of: the frequency
(quantity or volume over a particular specified time period)
of access requests for a particular username, the quantity of
requests for a particular username per session, the frequency
of valid requests for a particular username, frequency of
invalid requests for a particular username, the quantity of
valid requests for a particular username, the quantity of
invalid requests for a particular username per session, the
frequency of requests to access a domain associated with a
username, the volume of requests to access a domain asso-
ciated with a username per session, the frequency of valid
requests to access a domain associated with a username, the
volume of valid requests to access a domain associated with
a username per session, the frequency of invalid requests to
access a domain associated with a username, the volume of
invalid requests to access a domain associated with a user-
name per session, the frequency of requests from a particular
1P address or range of IP addresses to a particular username,
the quantity of requests from a particular IP address or range
of IP addresses to a particular username per session, the
frequency of valid requests from a particular IP address or
range of IP addresses to access a particular username, the
volume of valid requests from a particular IP address or
range of IP addresses to access a particular username per
session, the frequency of invalid requests from a particular
IP address or range of IP addresses to access a particular
username, the volume of invalid requests to access a par-
ticular username per session, the frequency of requests from
aparticular IP address or range of IP addresses to a particular
domain associated with a username, the quantity of requests
from a particular IP address or range of IP addresses to a
particular domain associated with a username, the frequency
and/or quantity pre session of access requests from the IP
address(es) to the domain that succeed (the user is able to
sign in) and the frequency and/or quantity per session of
access requests from the IP address(es) to the domain that
fail (the user is unable to sign in)

For example, the risk value can be based on a number of
invalid requests from a particular IP address(es) within a
time period, from a ratio of invalid and valid access requests
from the particular IP address(es) within the time period,
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from a ratio of all requests from a particular IP address(es)
within the time period and valid access requests from the
particular IP address(es) within the time period, from a ratio
of all requests from the particular IP address(es) within the
time period and invalid access requests from the particular
IP address(es) within the time period and so on.

As a specific non-limiting example, suppose a threshold
throttling value for Organization A is set to 100 invalid
access requests from the same IP address received within 5
minutes. Access requests coming in to access Organization
A from a particular IP address (e.g., IP address X) within a
5 minute time period can be monitored and collected. Invalid
access requests 1 to 99 to access Organization A from IP
address X within the 5 minute time period will result in
unambiguous messages being provided in response to the
access request. When the 1007 invalid access request to
access Organization A from IP address X is received within
the 5 minute time period, an ambiguous message is provided
in response to the 100” invalid access request. Ambiguous
messages will continue to be provided in response to any
additional invalid and valid access requests received from IP
address X for the remainder of the session or until the
threshold throttling value is reset to a greater value or until
the quantity of requests to access Organization A from IP
address X within a 5 minute time period falls below 100.

In accordance with some aspects of the subject matter
described herein, until the threshold throttling value is
reached or exceeded by the risk value, account existence/
non-existence is revealed, providing an enhanced user expe-
rience. Once the threshold throttling value is reached or
exceeded, existence/non-existence of the account is not
revealed for any future access requests. In accordance with
some aspects of the subject matter disclosed herein, after the
threshold throttling value is reached or exceeded, whether a
valid account identifier is entered or whether a valid account
identifier is not entered, the requester is prompted for
password. If the password is correct, the user can sign in
successfully. If the password is incorrect, an ambiguous
error message such as but not limited to “invalid username
or password” can be returned. If the username does not exist,
an ambiguous error message which may be identical to that
provided when the password is incorrect, e.g., “invalid
username or password” can be returned. Whether the thresh-
old throttling value is not reached or exceeded or is reached
or exceeded, entering valid credentials (e.g., a valid user-
name and password pair) always provides access to the
computer system. It will be appreciated that although as
described herein, reaching the threshold throttling value
triggers the change in behavior, the change in behavior may
alternatively be triggered when the threshold throttling value
is exceeded.

In accordance with aspects of the subject matter disclosed
herein, an enhanced user experience for the majority of
legitimate users is provided because in the majority of cases,
the risk value associated with the legitimate user’s invalid
attempts will fall below the threshold throttling value. The
user experience is enhanced because instead of getting an
ambiguous error message that does not identify what portion
of the credential is invalid, when the account identifier (e.g.,
username) is invalid, an error message will identify that the
account identifier is invalid and when the password is
invalid, an error message will identify that the password is
invalid. In accordance with some aspects of the subject
matter disclosed herein, when the domain name portion of
the username is invalid, an error message identifies that the
domain name is invalid.
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For example, FIG. 1¢ illustrates an example of a username
input interface 128 in which a user is prompted for username
130a. In accordance with aspects of the subject matter
disclosed herein, if the request is under the throttling thresh-
old and the username does exist in the domain, existence of
the username can be disclosed, as illustrated in FI1G. 1d. FIG.
1d illustrates a PASSWORD INPUT INTERFACE 132 in
which validusername@somedomain.com 134q is identified
as a valid username and the user is prompted for password
13454. In response to input of a valid username and password
pair, the user can be allowed access to the system. In
response to entering an invalid password, an interface such
as PASSWORD INPUT INTERFACE 136 of FIG. 1e can be
displayed in which validusername@somedomain.com 138«
is identified as a valid username and an unambiguous error
message such as “Your password is incorrect. If you do not
remember your password, reset it now.” 1385 can be dis-
played.

If the risk value determined in response to a current access
request is under the threshold throttling threshold and the
username (e.g., invalidusername@somedomain.com 142q)
does not exist in the domain, a username input interface such
as the one shown in FIG. 1f can be displayed in which an
unambiguous error message such as “Username does not
exist.” 1425 can be displayed indicating unambiguously that
the username does not exist. FIG. 1g illustrates an example
of a sign-in user interface 144 that indicates that the user-
name may not exist because the username directory at the
organization has not been synchronized to the username
directory of the sign-in service. Such a sign-in user interface
may display a message such as “Unknown username, check
that you have typed it correctly or ask your administrator to
synchronize your account.” 1465 in response to receiving an
invalid username such as
invalidusername@somedomain.com 146a. If the risk value
reaches or exceeds the threshold throttling value, ambiguous
error messages can be displayed.

Sign-in services can be provided to different types of
users. One type of user is the consumer user. One non-
limiting example of a consumer user is a user who navigates
to a public retail website to purchase goods. A second type
of user is an organization or enterprise. To use the sign-in
service, the enterprise user can “set up a tenant” by regis-
tering the enterprise to the sign-in system. A tenant is a group
of users who share a common access to a software system or
service. One example of a tenant is a group of employees of
an enterprise. The domain name for the enterprise can be
configured by entering data into an administrator-level inter-
face and providing proof of ownership of the enterprise. The
name chosen for the domain name often includes the name
of the enterprise or a portion of the name of the enterprise.
The enterprise’s users can be synchronized to (disclosed to
and retained by) the sign-in system. Typically but not
always, the users are employees of the enterprise.

At this point, in some sign-in systems, the enterprise can
choose to synchronize the users’ passwords (or a derivative
thereof, such as but not limited to a hash of the password)
to the sign-in system. When users’ passwords are synchro-
nized to the sign-in system, the sign-in system may be able
to verify username and password pairs and the sign-in
system is said to be operating in managed mode. Alterna-
tively, the enterprise can choose to perform its own sign-in
validation processing. For example, a system owned or
controlled by the enterprise can perform the validation of
usernames and passwords. This mode of operation is called
federated mode. In federated mode, a third party identity
provider may perform password validation. The user of a
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sign-in system operating in federated mode can be redirected
by the sign-in system to an enterprise-controlled location
where the user may be asked for his or her username and/or
password. Because the sign-in system operating in federated
mode does not perform the credential validation processing,
the sign-in system operating in federated mode is not able to
verify the username and password pair. The federated sign-
in system instead can collect the username and domain name
and redirect the user to an enterprise-controlled location.

In known systems that provide no information about
account existence, implementation for both federated and
managed mode is based on the domain name. This is called
domain level discovery. That is, the part of the username that
precedes the “@” sign is ignored and no account existence
information is provided. If an invalid user name such as, for
example, invalidusername@managedenterprise.com  is
entered in managed mode, the user is prompted for a
password and a message such as “unrecognized username or
password” is returned. If an invalid user name such as
invalidusername(@federatedenterprise.com is entered in fed-
erated mode, the user is prompted for a password and a
message such as “unrecognized username or password” is
returned.

In accordance with aspects of the subject matter disclosed
herein, if a risk value is greater than or equal to a throttling
threshold value, domain level discovery can be performed.
If the risk value is less than the throttling threshold value,
user level discovery can be performed. User level discovery
includes discovery of information specific to the particular
user in addition to domain-level information. User level
discovery can provide information concerning the existence/
non-existence of username to an identity verification pro-
vider operating in managed or in federated mode. User level
discovery can provide information concerning the existence/
non-existence of passwords in managed mode. For example,
if a throttling threshold value has not been reached in
managed mode and an invalid username is received, an
unambiguous error message such as “username unknown”
can be displayed. If the throttling threshold value has not
been reached in managed mode and a valid username but
invalid password is received, an unambiguous error message
such as “password unknown” can be displayed. If a throt-
tling threshold value has not been reached in federated mode
and an invalid username is received, an unambiguous error
message such as “username unknown” can be displayed
before processing is redirected to the application utilizing
the sign-in service.

Information associated with the IP address of the com-
puter originating the request can be collected. The informa-
tion collected and persisted can include any information
concerning the reputation of the device identified by IP
address, the number and ratio of invalid access requests,
valid access request and all access requests made against the
target domain from the computer identified by the IP
address. If a user request appears to be legitimate and an
invalid username is received, the error message can disclose
that the username does not exist. In accordance with some
aspects of the subject matter disclosed herein, a user is
inferred to be a valid user by monitoring the amount of
traffic on the user’s IP address. A low amount of traffic
suggests the user is valid while a large number of access
requests to the domain suggests an attacker.

To determine if the amount of traffic is low or high, the
number of access requests per domain from a particular IP
address to a particular IP address over a specified time
period compared to a specified threshold volume can be
tracked. This approach is likely to be useful when, for
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example, a large number of legitimate users are accessing a
computer system from a particular IP address. The threshold
may be reached even though no attack is taking place. The
total number of access requests from a particular 1P address
to all IP addresses compared to a specified threshold can be
tracked. This approach is likely to be useful to detect large
scale attacks across multiple tenants.

In accordance with aspects of the subject matter disclosed
herein, an IP address can be associated with a risk value. In
accordance with aspects of the subject matter disclosed
herein, an illegitimate user attempting to guess usernames
initially receives the same information (e.g., “the username
does not exist”) until a specified threshold throttling value is
reached or exceeded by a risk value for the IP address. After
the specified threshold throttling value is reached, no infor-
mation concerning the existence or non-existence of the
username is provided to access requests from that source IP
address. In accordance with some aspects of the subject
matter disclosed herein, no additional information concern-
ing username existence is provided until the IP address is
determined to be associated with legitimacy. Any access
request including a valid credentials pair such as valid
username/password pair, including an access request from
the IP address that reached or exceeded the threshold, is
allowed to sign in.

In accordance with aspects of the subject matter disclosed
herein, when the request is under the throttling threshold,
and the username does exist in the domain, true information
for the user is returned, that is a message indicating that the
username exists will be returned. FIG. 1c illustrates an
example of a user interface in which if the username exists,
the login page will prompt for a password in managed mode
or the user will be redirected to a federated sign-in provider
in federated mode. If the credential is correct, sign in is
successful. If the request is under the throttling threshold
limit, and the username does not exist in the domain, true
information for the user is returned: that is, a message
indicating that the username does not exist will be returned.
An error message such as “Unknown username, check you
have typed it correctly or ask your administrator to synchro-
nize your account.” will be returned.

If the current access request causes the threshold throt-
tling value to be reached or exceeded, information for the
domain name only can be returned. The user can be asked
for password (managed mode) or can be redirected to
another location (federated mode). If the password is cor-
rect, the user can sign in successfully. If the password is
incorrect, an ambiguous error message such as “invalid
username or password” can be returned. If the username
does not exist, an ambiguous error message which may be
identical to that provided when the password is incorrect,
e.g., “invalid username or password” can be returned.

Various methods for determining an appropriate threshold
throttling value are contemplated. Multiple failed username
lookups (both against similar named accounts, and uniquely
named accounts) is an indicator that an enumeration attack
is occurring. Utilizing a dynamic gated threshold that moni-
tors the volume and results (success or failure) of account
existence calls can be used to combat attacks. The threshold
for blocking IP’s from username existence lookups can be
tracked on a per domain basis. The threshold can be dynami-
cally gated based on volume of successful and failed user-
name existence calls issued for a particular domain. The
dynamic threshold can block an access request originating
from a suspect IP address from performing username look-
ups for a specified period of time. Reaching or exceeding the
threshold throttling value does not block an access request in
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which a correct credentials pair is submitted. Hence, reach-
ing or exceeding the threshold throttling value does not
block sign-ins from the originating IP address. It will block
the disclosure of user-level information. It will be appreci-
ated that although described in the context of credentials
comprising a username and password pair, the subject matter
is not limited thereto. Use of any credentials comprising
identifying credential and authenticating credential are con-
templated.

Protecting Against Malicious Discovery of Account Exis-
tence

FIG. 1/ is a block diagram representing a system 100 for
protecting against illegitimate discovery of account exis-
tence while providing an enhanced user experience in accor-
dance with aspects of the subject matter described herein.
All or portions of system 100 may reside on one or more
computers or computing devices such as the computers
described below with respect to FIG. 3. System 100 or
portions thereof may be provided as a stand-alone system or
as a plug-in or add-in. System 100 or portions thereof may
include information obtained from a service (e.g., in the
cloud) or may operate in a cloud computing environment. A
cloud computing environment can be an environment in
which computing services are not owned but are provided on
demand. For example, information may reside on multiple
devices in a networked cloud and/or data can be stored on
multiple devices within the cloud.

System 100 can include one or more computing devices
such as, for example, computing device 102. Contemplated
computing devices include but are not limited to desktop
computers, tablet computers, laptop computers, notebook
computers, personal digital assistants, smart phones, cellular
telephones, mobile telephones, servers, virtual machines,
devices including databases, firewalls and so on. A comput-
ing device such as computing device 102 can include one or
more processors such as processor 142, etc., and a memory
such as memory 144 that communicates with the one or
more processors.

System 100 may include one or more program modules
which when loaded into the memory and accessed by the one
or more processors configure the processor or processors to
perform the actions attributed to the one or more program
modules. System 100 can include one or more of: an sign-in
service 106 and one or more applications 108, etc. that use
the sign-in service. The sign-in service can include one or
more of: sign-in software such as sign-in sw 1064, throttling
software such as throttling sw 1065, discovery software such
as discovery sw 106c¢, a database of valid usernames such as
usernames 1064 and/or a database of valid authenticating
credentials such as passwords 106e. The sign-in service 106
can include one or more sign-in flows. A sign in flow is a
series of interfaces presented to a user during the sign-in
process. In a primarily consumer-oriented environment, a
user may only be asked to enter a password if the username
entered is invalid. In a primarily organization-oriented envi-
ronment, a user may always be asked to enter a password.
The sign-in service can operate in federated or managed
mode as described more fully above.

Throttling software such as throttling sw 1065 can either
be turned on or turned off for a sign-in service utilized by an
application. Throttling sw 1065 can include risk software
such as risk sw 10655 that can execute dynamically as the
sign-in service operates. A threshold throttling value (e.g.,
TTV 106bbb) can be specified. The threshold throttling
value can be a value indicating a number of incorrect
attempts or a number calculated from ratios of incorrect,
correct and total attempts to access a particular domain from
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the same IP address in a specified period of time before a
change in behavior (i.e., throttling) is triggered. The thresh-
old throttling value can be tailored to a particular user or
type of user. For example, the threshold throttling value can
be larger for an enterprise that has many employees or users
and smaller for an enterprise that has fewer employees or
users. The threshold throttling value can be larger for larger
enterprises (however “large” is measured such as by gross
sales, net sales, number of employees, etc.) and smaller for
smaller enterprises or consumers. The threshold throttling
value can be smaller for enterprises that hold highly sensi-
tive information and larger for enterprises that hold less
sensitive information, and so on. The threshold throttling
value can be calculated based on a number of invalid
requests from a particular IP address(es) within the time
period, from a ratio of invalid and valid access requests from
the particular IP address(es) within the time period, from a
ratio of all requests from a particular IP address(es) within
the time period and valid access requests from the particular
IP address(es) within the time period, from a ratio of all
requests from the particular IP address(es) within the time
period and invalid access requests from the particular IP
address(es) within the time period and so on. The threshold
throttling value can be tailored to a particular domain or to
characteristics of different types of domains and/or to the
sensitivity of the information the domain holds.

The throttling software can include risk software that can
monitor the risk that an access request is illegitimate. The
risk value can be determined from one or more factors
comprising: the frequency (quantity or volume over a par-
ticular specified time period) of access requests for a par-
ticular username, the quantity of requests for a particular
username per session, the frequency of valid requests for a
particular username, frequency of invalid requests for a
particular username, the quantity of valid requests for a
particular username, the quantity of invalid requests for a
particular username per session, the frequency of requests to
access a domain associated with a username, the volume of
requests to access a domain associated with a username per
session, the frequency of valid requests to access a domain
associated with a username, the volume of valid requests to
access a domain associated with a username per session, the
frequency of invalid requests to access a domain associated
with a username, the volume of invalid requests to access a
domain associated with a username per session, the fre-
quency of requests from a particular IP address or range of
IP addresses to a particular username, the quantity of
requests from a particular IP address or range of IP addresses
to a particular username per session, the frequency of valid
requests from a particular IP address or range of IP addresses
to access a particular username, the volume of valid requests
from a particular IP address or range of IP addresses to
access a particular username per session, the frequency of
invalid requests from a particular IP address or range of IP
addresses to access a particular username, the volume of
invalid requests to access a particular username per session,
the frequency of requests from a particular IP address or
range of IP addresses to a particular domain associated with
a username, the quantity of requests from a particular IP
address or range of IP addresses to a particular domain
associated with a username, the frequency and/or quantity
pre session of access requests from the IP address(es) to the
domain that succeed (the user is able to sign in) and the
frequency and/or quantity per session of access requests
from the IP address(es) to the domain that fail (the user is
unable to sign in). Risk value can be determined using any
combination of the tracked information. The risk value such
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as risk value 106bbbb can be updated by each access request
and can represent the risk that the access request comes from
an unauthorized user. When the dynamically determined risk
value reaches or exceeds a specified threshold, a change in
processing behavior is triggered as described herein. In
accordance with some aspects of the subject matter dis-
closed herein, the risk value is determined after processing
an access request so that for example, a risk value deter-
mined to be 100 for access request 1000 when the threshold
throttling value is 100 would be applied to the next access
request received (access request 1001).

In accordance with some aspects of the subject matter
described herein, until the risk threshold throttling value is
reached, account existence/non-existence is revealed, pro-
viding an enhanced user experience. Once the threshold
throttling value is reached or exceeded, existence/non-exis-
tence of the account is not revealed. In accordance with
some aspects of the subject matter disclosed herein, after the
threshold throttling value is reached or exceeded, whether a
valid account identifier is entered or whether a valid account
identifier is not entered, the requester is prompted for
password. If the password is correct, the user can sign in
successfully. If the password is incorrect, an ambiguous
error message such as “invalid username or password” can
be returned. If the username does not exist, an ambiguous
error message which may be identical to that provided when
the password is incorrect, e.g., “invalid username or pass-
word” can be returned. Whether the threshold throttling
value is not reached or exceeded or is reached or exceeded,
entering a valid username and password pair provides access
to the computer system.

The volume of requests to access a domain from a
particular 1P address or range of IP addresses within a
specified period of time, the number of access requests from
the IP address(es) to the domain that succeed (the user is able
to sign in) and the number of access requests from the IP
address(es) to the domain that fail (the user is unable to sign
in) within the specified time period can be monitored and
tracked. A threshold throttling value can be calculated using
the tracked information. The threshold throttling value can
be calculated based on a number of invalid requests from a
particular IP address(es) within the time period, from a ratio
of invalid and valid access requests from the particular IP
address(es) within the time period, from a ratio of all
requests from a particular IP address(es) within the time
period and valid access requests from the particular IP
address(es) within the time period, and/or from a ratio of all
requests from the particular IP address(es) within the time
period and invalid access requests from the particular IP
address(es) within the time period. The threshold throttling
value can be tailored to a particular domain or to charac-
teristics of different types of domains and/or to the sensi-
tivity of the information the domain holds.

Discovery software 106¢ can perform domain level or
user level discovery. In domain level discovery, the part of
the username that precedes the @ sign is ignored and no
unambiguous account existence information is provided. If
an invalid wuser name such as, for example,
invalidusername@somedomain.com is entered, the user can
be prompted for a password and a message such as “unrec-
ognized username or password” can be returned. In user
level discovery unambiguous messages can be displayed.
For example, if an invalid username is received, an error
message that indicates that the username is invalid can be
returned. When an invalid password is received, if pass-
words are stored on the sign-in service, an error message that
indicates that the password is invalid can be returned.
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Application 108 can employ the services of sign-in ser-
vice 106. Application 108 can include a directory of user-
names such as usernames 108a. Usernames 108a can be
provided to the sign-in service 106 and can be periodically
synchronized with the username 1064 as the usernames
108a are updated. Passwords 1085 can be provided to the
sign-in service when the application is utilizing the sign-in
service 106 in managed mode. Passwords 1085 can be
periodically synchronized with as the passwords 106e as
passwords 1085 are updated. User input 110 (including
identification credential such as username 110a and/or
authenticating credential such as password 1105) can be
received by application 108 and can be provided to sign-in
service 106. Sign-in service 106 can operate as described
above and can return message 112 in interface 114. Message
112 can be displayed on a display device or provided in
some appropriate way. Upon receiving a valid username and
password pair access to application 108 can be provided.
Access can be provided using a token or other suitable
mechanism.

FIG. 2 illustrates an example of a method 200 for pro-
tecting against illegitimate discovery of account information
while providing an enhanced user experience in accordance
with aspects of the subject matter described herein. While
method 200 describes a series of operations that are per-
formed in a sequence, it is to be understood that method 200
is not limited by the order of the sequence depicted. For
instance, some operations may occur in a different order than
that described. In addition, one operation may occur con-
currently with another operation. In some instances, not all
operations described are performed. In some instances, not
all operations performed are illustrated. Method 200 or
portions thereof may be executed by a system or a portion
of a system such as system 1004.

At operation 202 an access request can be received by the
sign-in service. A user can enter a username and submit the
username. A value representing a risk that the user is
unauthorized can be dynamically determined. The deter-
mined risk value can be based on a combination of factors
including one or more of: the frequency (quantity or volume
over a particular specified time period) of access requests for
a particular username, the quantity of requests for a particu-
lar username per session, the frequency of valid requests for
a particular username, frequency of invalid requests for a
particular username, the quantity of valid requests for a
particular username, the quantity of invalid requests for a
particular username per session, the frequency of requests to
access a domain associated with a username, the volume of
requests to access a domain associated with a username per
session, the frequency of valid requests to access a domain
associated with a username, the volume of valid requests to
access a domain associated with a username per session, the
frequency of invalid requests to access a domain associated
with a username, the volume of invalid requests to access a
domain associated with a username per session, the fre-
quency of requests from a particular IP address or range of
IP addresses to a particular username, the quantity of
requests from a particular IP address or range of IP addresses
to a particular username per session, the frequency of valid
requests from a particular IP address or range of IP addresses
to access a particular username, the volume of valid requests
from a particular IP address or range of IP addresses to
access a particular username per session, the frequency of
invalid requests from a particular IP address or range of IP
addresses to access a particular username, the volume of
invalid requests to access a particular username per session,
the frequency of requests from a particular IP address or
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range of IP addresses to a particular domain associated with
a username, the quantity of requests from a particular IP
address or range of IP addresses to a particular domain
associated with a username, the frequency and/or quantity
pre session of access requests from the IP address(es) to the
domain that succeed (the user is able to sign in) and the
frequency and/or quantity per session of access requests
from the IP address(es) to the domain that fail (the user is
unable to sign in). The information can be monitored and
tracked.

A threshold throttling value can be provided. The thresh-
old throttling value represents a value that when reached or
exceeded by the current risk value indicates that it is likely
that the access request is illegitimate. The threshold throt-
tling value can be determined using any combination of the
tracked information. The threshold throttling value can be
calculated based on a number of invalid requests from a
particular IP address(es) within the time period, from a ratio
of invalid and valid access requests from the particular IP
address(es) within the time period, from a ratio of all
requests from a particular IP address(es) within the time
period and valid access requests from the particular IP
address(es) within the time period, from a ratio of all
requests from the particular IP address(es) within the time
period and invalid access requests from the particular IP
address(es) within the time period and so on. The threshold
throttling value can be tailored to a particular domain or to
characteristics of different types of domains and/or to the
sensitivity of the information the domain holds. The thresh-
old throttling value can be associated with an access request
and can represent the risk that the access request comes from
an unauthorized user.

At operation 204 in response to the dynamically calcu-
lated risk value being under the provided throttling threshold
value, processing can continue at operation 206. In response
to reaching or exceeding the throttling threshold value,
processing can continue at operation 230. At operation 206
user level discovery can be performed. At operation 208 in
response to determining that the username exists (e.g.,
operating in managed mode), the password prompt can be
displayed at operation 210. At operation 212, user level
discovery can be performed to determine if the password
exists in the sign-in system. If the password is found, at
operation 214 access is granted to the application (sign-in is
successful). If the password is not found, at operation 216,
an unambiguous message is returned (e.g., “password not
found”). At operation 208 in response to determining that the
username exists (operating in federated mode), the user can
be redirected to the federated login page at operation 222.

At operation 208 in response to determining that that the
username does not exist, an unambiguous message can be
returned (such as but not limited to “unknown username,
please check your input™) at operation 218. At operation 204
in response to the dynamically calculated risk value reaching
or exceeding the provided throttling threshold value, pro-
cessing can continue at operation 230. At operation 230
domain level discovery can be performed. At operation 232,
discovery to determine if the username exists can be per-
formed. When the sign-in system is operating in managed
mode, password can be prompted for at operation 236. In
response to receiving a valid password at operation 238,
access can be granted at operation 240. In response to
receiving an invalid password at operation 238, at operation
242 an ambiguous message can be returned (e.g., invalid
username or password). At operation 232 discovery to
determine if the username exists can be performed. When
the sign-in system is operating in federated mode, the user
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can be redirected to the federated login page at operation
244. At operation 232 discovery to determine if the user-
name exists can be performed. In response to receiving an
invalid username at operation 232, at operation 234, a
prompt for password can be displayed and upon receiving a
password an ambiguous message can be returned (e.g.,
invalid username or password) at operation 235.

Disclosed herein is a computing device comprising a
memory connected to one or more processors. The one or
more processors can be configured to provide a sign-in
service. The sign-in service may display an unambiguous
message regarding the existence or non-existence of a
username in UPN format when a sign-in value associated
with the access request made by a user is exceeded by a
threshold value. In response to determining that the sign-in
request value associated with the username in UPN format
exceeds the threshold value, an ambiguous message regard-
ing existence/non-existence of the username can be dis-
played. Access to an application utilizing the sign-service is
allows allowed when a valid username and authenticating
credential pair is received by the sign-in service. The sign-in
value is calculated dynamically based on a combination of
factors associated with the username, comprising at least
one of: frequency of access requests for the username;
quantity of access requests for the username; frequency of
access requests for a domain portion of the username;
quantity of access requests for a domain portion of the
username; frequency of valid requests for the username;
quantity of valid requests for the username; frequency of
valid requests for a domain portion of the username; quan-
tity of valid requests for a domain portion of the username;
frequency of valid requests from a requestor’s IP address for
the username; quantity of valid requests from a requestor’s
1P address for the username; frequency of valid requests for
a domain portion of the username from a requestor’s IP
address; quantity of valid requests for a domain portion of
the username from a requestor’s IP address. The sign-in
service can support federated user accounts for which a third
party identity provider performs credentials validation. The
access request can be redirected to a location under control
of an enterprise for the credentials validation. In response to
determining that the threshold value exceeds a sign-in
request value, an unambiguous message regarding non-
existence of a username is displayed in response to receiving
an invalid username. The sign-in service can be authoritative
for validating credentials of users. User level discovery can
be performed when the sign-in request value is exceeded by
the threshold value. Domain level discovery can be per-
formed when the threshold value exceeds the sign-in request
value.

Disclosed herein is a method of providing an enhanced
sign-in service that protects against enumeration attacks. In
response to a processor of a computing device determining
that a sign-in request value associated with a username in
UPN format is exceeded by a threshold value, an unam-
biguous message regarding existence/non-existence of the
username can be displayed. In response to determining that
the sign-in request value exceeds the threshold value, an
ambiguous message regarding existence/non-existence of
the username can be displayed. Access to an application
utilizing the sign-in service is always allowed when a valid
username and password pair is received by the sign-in
service. A user of the sign-in service can be an enterprise. A
user of the sign-in service can be a consumer. Domain level
discovery can result in providing ambiguous messages
regarding validity/invalidity of credentials in the domain.
User level discovery can result in providing unambiguous
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messages regarding existence/non-existence of username in
the domain. In response to determining that a sign-in request
value is exceeded by the threshold value user level discovery
provides unambiguous messages regarding existence/non-
existence of username in the domain. Processing can switch
from domain level processing to user level processing in
response to determining that a sign-in request value is
exceeded by the threshold value wherein user level discov-
ery results in providing unambiguous messages regarding
existence/non-existence of authenticating credential in the
domain. In response to determining that a sign-in request
value is exceeded by the threshold value, processing can
switch from domain level processing to user level process-
ing.

Disclosed herein is a sign-in system protected from enu-
meration attacks. The system can include a memory con-
nected to at least one processor, the at least one processor
configured to determine a threshold value for providing an
enhanced sign-in experience from a sign-in service, in
response to determining that a sign-in request value associ-
ated with a username in UPN format is exceeded by the
threshold value, display an unambiguous message regarding
existence/non-existence of the username, in response to
determining that the sign-in request value exceeds the
threshold value, display an ambiguous message regarding
existence/non-existence of the username; and always allow
access to an application utilizing the sign-in service when a
valid username and authenticating credential pair is received
by the sign-in service. The sign-in value can be calculated
dynamically based on a combination of factors associated
with the username, comprising one or more of: frequency of
access requests for the username; quantity of access requests
for the username; frequency of access requests for a domain
portion of the username; quantity of access requests for a
domain portion of the username; frequency of valid requests
for the username; quantity of valid requests for the user-
name; frequency of valid requests for a domain portion of
the username; quantity of valid requests for a domain
portion of the username; frequency of valid requests from a
requestor’s IP address for the username; quantity of valid
requests from a requestor’s IP address for the username;
frequency of valid requests for a domain portion of the
username from a requestor’s IP address; quantity of valid
requests for a domain portion of the username from a
requestor’s IP address. The sign-in service can support
federated user accounts for which a third party identity
provider performs credentials validation. The sign-in service
can be authoritative for validating credentials of users. User
level discovery can be performed when the sign-in request
value is exceeded by the threshold value and domain level
discovery can be performed when the threshold value
exceeds the sign-in request value.

Example of a Suitable Computing Environment

In order to provide context for various aspects of the
subject matter disclosed herein, FIG. 3 and the following
discussion are intended to provide a brief general description
of a suitable computing environment 510 in which various
embodiments of the subject matter disclosed herein may be
implemented. While the subject matter disclosed herein is
described in the general context of computer-executable
instructions, such as program modules, executed by one or
more computers or other computing devices, those skilled in
the art will recognize that portions of the subject matter
disclosed herein can also be implemented in combination
with other program modules and/or a combination of hard-
ware and software. Generally, program modules include
routines, programs, objects, physical artifacts, data struc-
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tures, etc. that perform particular tasks or implement par-
ticular data types. Typically, the functionality of the program
modules may be combined or distributed as desired in
various embodiments. The computing environment 510 is
only one example of a suitable operating environment and is
not intended to limit the scope of use or functionality of the
subject matter disclosed herein.

With reference to FIG. 3, a computing device in the form
of' a computer 512 is described. Computer 512 may include
at least one processing unit 514, a system memory 516, and
a system bus 518. The at least one processing unit 514 can
execute instructions that are stored in a memory such as but
not limited to system memory 516. The processing unit 514
can be any of various available processors. For example, the
processing unit 514 can be a graphics processing unit
(GPU). The instructions can be instructions for implement-
ing functionality carried out by one or more components or
modules discussed above or instructions for implementing
one or more of the methods described above.

Dual microprocessors and other multiprocessor architec-
tures also can be employed as the processing unit 514. The
computer 512 may be used in a system that supports
rendering graphics on a display screen. In another example,
at least a portion of the computing device can be used in a
system that comprises a graphical processing unit. The
system memory 516 may include volatile memory 520 and
nonvolatile memory 522. Nonvolatile memory 522 can
include read only memory (ROM), programmable ROM
(PROM), electrically programmable ROM (EPROM) or
flash memory. Volatile memory 520 may include random
access memory (RAM) which may act as external cache
memory. The system bus 518 couples system physical
artifacts including the system memory 516 to the processing
unit 514. The system bus 518 can be any of several types
including a memory bus, memory controller, peripheral bus,
external bus, or local bus and may use any variety of
available bus architectures. Computer 512 may include a
data store accessible by the processing unit 514 by way of
the system bus 518. The data store may include executable
instructions, 3D models, materials, textures and so on for
graphics rendering.

Computer 512 typically includes a variety of computer
readable media such as volatile and nonvolatile media,
removable and non-removable media. Computer readable
media may be implemented in any method or technology for
storage of information such as computer readable instruc-
tions, data structures, program modules or other data. Com-
puter readable media include computer-readable storage
media (also referred to as computer storage media) and
communications media. Computer storage media includes
physical (tangible) media, such as but not limited to, RAM,
ROM, EEPROM, flash memory or other memory technol-
ogy, CDROM, digital versatile disks (DVD) or other optical
disk storage, magnetic cassettes, magnetic tape, magnetic
disk storage or other magnetic storage devices that can store
the desired data and which can be accessed by computer
512. Communications media include media such as, but not
limited to, communications signals, modulated carrier
waves or any other intangible media which can be used to
communicate the desired information and which can be
accessed by computer 512.

It will be appreciated that FIG. 3 describes software that
can act as an intermediary between users and computer
resources. This software may include an operating system
528 which can be stored on disk storage 524, and which can
allocate resources of the computer 512. Disk storage 524
may be a hard disk drive connected to the system bus 518
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through a non-removable memory interface such as interface
526. System applications 530 take advantage of the man-
agement of resources by operating system 528 through
program modules 532 and program data 534 stored either in
system memory 516 or on disk storage 524. It will be
appreciated that computers can be implemented with various
operating systems or combinations of operating systems.

A user can enter commands or information into the
computer 512 through an input device(s) 536. Input devices
536 include but are not limited to a pointing device such as
amouse, trackball, stylus, touch pad, keyboard, microphone,
voice recognition and gesture recognition systems and the
like. These and other input devices connect to the processing
unit 514 through the system bus 518 via interface port(s)
538. An interface port(s) 538 may represent a serial port,
parallel port, universal serial bus (USB) and the like. Output
devices(s) 540 may use the same type of ports as do the input
devices. Output adapter 542 is provided to illustrate that
there are some output devices 540 like monitors, speakers
and printers that require particular adapters. Output adapters
542 include but are not limited to video and sound cards that
provide a connection between the output device 540 and the
system bus 518. Other devices and/or systems or devices
such as remote computer(s) 544 may provide both input and
output capabilities.

Computer 512 can operate in a networked environment
using logical connections to one or more remote computers,
such as a remote computer(s) 544. The remote computer 544
can be a personal computer, a server, a router, a network PC,
a peer device or other common network node, and typically
includes many or all of the elements described above
relative to the computer 512, although only a memory
storage device 546 has been illustrated in FIG. 3. Remote
computer(s) 544 can be logically connected via communi-
cation connection(s) 550. Network interface 548 encom-
passes communication networks such as local area networks
(LANs) and wide area networks (WANs) but may also
include other networks. Communication connection(s) 550
refers to the hardware/software employed to connect the
network interface 548 to the bus 518. Communication
connection(s) 550 may be internal to or external to computer
512 and include internal and external technologies such as
modems (telephone, cable, DSL and wireless) and ISDN
adapters, Ethernet cards and so on.

It will be appreciated that the network connections shown
are examples only and other means of establishing a com-
munications link between the computers may be used. One
of ordinary skill in the art can appreciate that a computer 512
or other client device can be deployed as part of a computer
network. In this regard, the subject matter disclosed herein
may pertain to any computer system having any number of
memory or storage units, and any number of applications
and processes occurring across any number of storage units
or volumes. Aspects of the subject matter disclosed herein
may apply to an environment with server computers and
client computers deployed in a network environment, having
remote or local storage. Aspects of the subject matter
disclosed herein may also apply to a standalone computing
device, having programming language functionality, inter-
pretation and execution capabilities.

The various techniques described herein may be imple-
mented in connection with hardware or software or, where
appropriate, with a combination of both. Thus, the methods
and apparatus described herein, or certain aspects or portions
thereof, may take the form of program code (i.e., instruc-
tions) embodied in tangible media, such as floppy diskettes,
CD-ROMs, hard drives, or any other machine-readable
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storage medium, wherein, when the program code is loaded
into and executed by a machine, such as a computer, the
machine becomes an apparatus for practicing aspects of the
subject matter disclosed herein. As used herein, the term
“machine-readable medium” shall be taken to exclude any
mechanism that provides (i.e., stores and/or transmits) any
form of propagated signals. In the case of program code
execution on programmable computers, the computing
device will generally include a processor, a storage medium
readable by the processor (including volatile and non-
volatile memory and/or storage elements), at least one input
device, and at least one output device. One or more pro-
grams that may utilize the creation and/or implementation of
domain-specific programming models aspects, e.g., through
the use of a data processing API or the like, may be
implemented in a high level procedural or object oriented
programming language to communicate with a computer
system. However, the program(s) can be implemented in
assembly or machine language, if desired. In any case, the
language may be a compiled or interpreted language, and
combined with hardware implementations.

Although the subject matter has been described in lan-
guage specific to structural features and/or methodological
acts, it is to be understood that the subject matter defined in
the appended claims is not necessarily limited to the specific
features or acts described above. Rather, the specific features
and acts described above are disclosed as example forms of
implementing the claims.

What is claimed:

1. A computing device comprising:

a memory connected to at least one processor, the at least
one processor configured to provide a sign-in service
that:

dynamically calculates a risk value based on a combina-
tion of factors associated with a username including a
frequency of valid requests for a domain portion of the
username from a requestor’s IP address within a par-
ticular time period, and, a quantity of valid requests for
the domain portion of the username in UPN format
from the requestor’s IP address within the particular
time period;

in response to determining that the risk value associated
with the username in UPN format is exceeded by a
threshold value, displays an unambiguous message
regarding existence/non-existence of the username,
wherein the threshold value is specified based on a
particular user, a type of user, a size of an enterprise,
sensitivity of information, the domain portion, charac-
teristics of a type of the domain portion, or sensitivity
of information the domain portion holds;

in response to determining that the risk value associated
with the username in UPN format exceeds the threshold
value, displays an ambiguous message regarding exis-
tence/non-existence of the username; and

always allows access to an application utilizing the sign-
in service when a valid username and authenticating
credential pair is received by the sign-in service,
wherein user level discovery is performed when the
risk value is less than the threshold value and wherein
domain level discovery is performed when the thresh-
old value is greater than or equal to the risk value.

2. The computing device of claim 1, wherein the combi-
nation of factors associated with the username further com-
prises at least one of:

frequency of access requests for the username;

quantity of access requests for the username;
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frequency of access requests for the domain portion of the

username;

quantity of access requests for the domain portion of the

username;

frequency of valid requests for the username;

quantity of valid requests for the username;

frequency of valid requests from the requestor’s IP

address for the username; or

quantity of valid requests from the requestor’s IP address

for the username.

3. The computing device of claim 1, wherein the sign-in
service supports federated user accounts for which a third
party identity provider performs credentials validation.

4. The computing device of claim 3, wherein an access
request is redirected to a location under control of an
enterprise for the credentials validation.

5. The computing device of claim 4, wherein in response
to determining that the threshold value exceeds the risk
value, an unambiguous message regarding non-existence of
a username is displayed in response to receiving an invalid
username.

6. The computing device of claim 1, wherein the sign-in
service is authoritative for validating credentials of users.

7. A method of providing an enhanced sign-in service that
protects against enumeration attacks, the method compris-
ing:

dynamically calculating a risk value based on a combi-

nation of factors associated with a username including
a frequency of valid requests for a domain portion of
the username from a requestor’s IP address within a
particular time period, and, a quantity of valid requests
for the domain portion of the username in UPN format
from the requestor’s IP address within the particular
time period;

in response to determining, by a processor of a computing

device, the risk value associated with the username in
UPN format is exceeded by a threshold value, display-
ing an unambiguous message regarding existence/non-
existence of the username, wherein the threshold value
is specified based on a particular user, a type of user, a
size of an enterprise, sensitivity of information, the
domain portion, characteristics of a type of the domain
portion, or sensitivity of information the domain por-
tion holds;

in response to determining that the risk value exceeds the

threshold value, displaying an ambiguous message
regarding existence/non-existence of the username; and
always allowing access to an application utilizing the
sign-in service when a valid username and authenticat-
ing credential pair is received by the sign-in service,
wherein user level discovery is performed when the
risk value is less than the threshold value and wherein
domain level discovery is performed when the thresh-
old value is greater than or equal to the risk value.

8. The method of claim 7, wherein a user of the sign-in
service is a consumer.

9. The method of claim 7, wherein a user of the sign-in
service is an enterprise.

10. The method of claim 7, wherein domain level discov-
ery results in providing ambiguous messages regarding
validity/invalidity of credentials in the domain.

11. The method of claim 7, wherein user level discovery
results in providing unambiguous messages regarding exis-
tence/non-existence of usernames in the domain.
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12. The method of claim 7, further comprising: in
response to determining that the risk value is less than the
threshold value, switching from domain level processing to
user level processing.

13. A sign-in system protected from enumeration attacks,
the sign-in system comprising:

a memory connected to at least one processor, the at least

one processor configured to:
determine a threshold value for providing an enhanced
sign-in experience from a sign-in service;

dynamically calculate a risk value based on a combination
of factors associated with a username including a
frequency of valid requests for a domain portion of the
username from a requestor’s IP address within a par-
ticular time period, and, a quantity of valid requests for
the domain portion of the username in UPN format
from the requestor’s IP address within the particular
time period;

in response to determining that the risk value associated

with the username in UPN format is exceeded by the
threshold value, display an unambiguous message
regarding existence/non-existence of the username,
wherein the threshold value is specified based on a
particular user, a type of user, a size of an enterprise,
sensitivity of information, the domain portion, charac-
teristics of a type of the domain portion, or sensitivity
of information the domain portion holds;

in response to determining that the risk value exceeds the

threshold value, display an ambiguous message regard-
ing existence/non-existence of the username; and
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always allow access to an application utilizing the sign-in
service when a valid username and authenticating cre-
dential pair is received by the sign-in service, wherein
user level discovery is performed when the risk value
is less than the threshold value and wherein domain
level discovery is performed when the threshold value
is greater than or equal to the risk value.

14. The sign-in system of claim 13, wherein the combi-
nation of factors associated with the username further com-
prises at least one of:

frequency of access requests for the username;

quantity of access requests for the username;

frequency of access requests for the domain portion of the

username;

quantity of access requests for the domain portion of the

username;

frequency of valid requests for the username;

quantity of valid requests for the username;

frequency of valid requests from the requestor’s IP

address for the username; or

quantity of valid requests from the requestor’s IP address

for the username.

15. The sign-in system of claim 13, wherein the sign-in
service supports federated user accounts for which a third
party identity provider performs credentials validation.

16. The sign-in system of claim 13, wherein the sign-in
service is authoritative for validating credentials of users.
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